MwuHucrepctTeo yucposoro
pasBuTuNA, NHHOBaLMW
MU a3pPOKOCMUYECKOW

NPOMbILL/IEHHOCTHU
Pecnyo6nukn KasaxcraH

KomuteT no nHdopmaLnoHHO
6e3onacHoCcTu

SONROCHI
OBECHESIERVISA
KUBERBE3ONACH®OCHI

PekomeHa:1 1%



SAWNTA NTHOOPMALUMNOHHOIO
NMPOCTPAHCTBA

OAHUM N3 BaXHeWWwnNx BOMPOCOB rNobGasibHOW
ymndposusaynmn CTaHOBMUTCA

B Nno6anbHoM nHpekce kuoepoéesonacHocTu (MMK)
B MexpgyHapogHOM colo3e  3/1eKTPOCBA3U
OpraHusayum O6GBbeauHeHHbIX Hauum ,
KaszaxcTtaH cTpeMuUTeNIbHO y/y4lunsi CBOIO NO3ULUIO.
MoBbiweHne YPOBHA [OCTUWXEHUA UWHAUKATOPOB B
r'MK-e no3Bo/IUMO KasaxctaHy AOCTUYb
onpegeneHHbIX pe3ynbTatoB NO MNpoBegeHHOMY
aHanu3y akcneptamm MC3 OOH, rpge

M B HacToslLlee
BpemMsi 3aHUMaeT B 'MK-e.

Mo nopyuyeHuo npuHATa

roasl, yTBepxaeHHass noctaHoBneHnem lMpasutenbcrBa Pecny6nmkn KasaxctaH ot
28 mapTa 2023 roga Ne269 c oTAeNIbHbIMU LeNnssMuU U 3agadyamMu, a TaKke oTae/IbHbIM
HanpaB/ieHMeM No pasBUTUIO KNOepO6e30nacHOCTH.

pernameHTMpoBaHbl [ONOJ/IHUTE/IbHbIE  Mepbl,
HanpaB/ieHHble Ha YKpenJieHue Ku6ep6e3onacHOCTM CTpaHbl, B YacCTHOCTU
npeAycMoOTpPeHbl MEPONPUTUSA MO TEXHUYECKOW 3awumTe, COBEPLUEHCTBOBaHUS <
PaANOKOHTPOSISA, 3aWmThl nepcoHanbHbIX OaHHbIX n NOBbILWEHUs1 ~~—
0OCBeZOMJ/IEHHOCTU Hace/IeHUs.

NTIVITHIWOXN3AJ)
NLDOHOVYLOEIIdIaam BMHIRIUDIGO 1900dLod

«O
BHECEHUU U3MEHEHUA N [OMNMONMHEHUA B HEKOTOopble
3aKkoHogaTenbHble aktbl PK no  Bonpocam
MHJOpPMaLMOHHOW 6e30nacHOCTU, UHopMmaTn3auumn
M UUPpoOBbLIX aKTUBOB».
Ha ycuneHuve 3awmThbl
NnepcoHa/ibHbIX AaHHbIX W onpeaesieHne HOBbIX
MexXaHU3MOB B3auMoAeincTBuA
00HEKTOB
MHdopmaTusaumm, B TOM 4ucsie rocygapcTBeHHbIX
OpraHoB.




BOMPOCbI OBECMNEYEHNA KNBEPBE3OMACHOCTU
(PEKOMEHIALN)

IKOCUCTEMA
KUBEPBE3OIMNACHOCTN

OCHOBHbIMM 371eMEeHTaMN 3KOCUCTEMbI KN6ep6e30nacHOCTU ABNAIOTCA:
yenoBeyeckKum KanuTtan, pasButue pbIHKa KnéepobesonacHocTu,
TeXHu4yeckKas sawumTa.

B uenax pasButus 4esoBeYEeCKOro Kanutana B cTpaHe MMerTcA
8 BbICWUX Yy4YeOHbIX 3aBefeHUN U 25 cpepgHecneyunanbHbIX YUYeOHbIX
3aBefleHUM, BbINyCKalWmnXx cneyvanucrTos uHcopmaynoHHO

6e3onacHoOCTU.

Ha 2022-2023 yyeOHble roabl YyBe/INYEHO

q
@ Ao 3009 o6GpasoBaTesibHbIX TrPaHTOB nNoO

cneynanbHOCTHU MHopmMaLnoOHHas
6e3onacHoOCTb (N0 cpaBHeHU ¢ 2021-2022
rogamMmum 6bis10 BblgeneHo Ao 2600).
B 2023-2024 ropabl BbigeneHo 3723
o6pa3oBaTesibHbIX rpaHToB no
; cneunanbHOCTHU MHoOpMaLNOHHasnA
O%
6e30MacHOCTbD.

85 cneuvanucTtoB nonyyunu ob6GpasoBaHue no
cneuynanbHOCTAM «NHdopmaynoHHasn (knoéep)

6e3onacHOCTb 7 Kpuntorpacpua»,

«NMHpopmayunoHHaa O6Ges3onacHoOoCTb» B Befywux

3apy6GeXHbIX BbICWUX Y4YeBHbIX 3aBefeHUusAX o E@TIAI-HAK

nporpamme «bonawak».




IKOCUCTEMA
KUBEPBE3OIMNMACHOCTA

B uensax pas3Butua PbIHKa& KayeCTBEeHHbIX

npod)eccnoHanbHbIX ycnyr B o6nactu
MH(poOpMaLUOHHO 6e3onacHocCTM nmMmeroTcCs 3
npodUunbHbIX o0WeCTBEHHbIX opraHusauui,

3ageiictBoBaHbl B nopapgke 50 komnaHwii B cdepe
nHthopmaynoHHo GeszonacHocTu. OnpepeneHbl 514
cTpartermyeckux 06BHEKTOB, o6naparLWmnx
KPpUTUYeCcKoim MH(pPaCcTPYKTYypoOWn. Co3paaHbl 41
YaCTHbIX onepaTUBHbIX LEHTPOB UMHPOPpMALUOHHOW
6e3onacHoOCTU, UMelTCH 3 CNYXObl pearnpoBaHus Ha
kKomnebrTepHble nHumpaeHtsl (FIRST) m 9 4acTHbIX

McnbliTaTenbHbIX 1abopaTtopuii.

B yenAx TexHuuyeckou s3awutbl B 2018 ropay
co3gaH W  Hayan cBoOl pab6oty HauuoHanbHbI
KOOPANHALUWOHHDIN LeHTp MHOpPMAaLNOHHOW
6eszonacHocTu. AONOJIHNTENbHO, B Oyayuwem o6ypaer
npopa6oTaH BOnpoc B yacTtu 3awWneHHon
pe3epBHOi MHPaCTPYKTYpPbI ans cnydyaes
pe3opraHumsayummu ero pa6ort B nepuop
ype3BblYyallHbIX CuUTyauuin B MUPHOe BpemMsAa, B
nepunos BOEHHOro NOMOXEHUS N BOEHHOIoO BPEMEHMU.

B 2022 rogy co3paH FocypapcTBEHHbIN
onepaTtTuBHbIN LEeHTp MHOpMaLNOHHOM
6e3onacHOCTM (GSO0CQC), TakKxe Obin co3paH

oTpacneBoii onepaTtuBHbIN LEHTP MHPOPMALUOHHOM

6eszonacHocTu (SOC).

B 2022 roay 3anyuweH CepBuc KOHTpoOsa pgocrtyna
K nmepcoHanbHbiM pgaHHbiM (cepBuc KAM). AdaHHbIA
cepBuc npegHasHayeH ANA NONyyYeHUA OT3biBa
cornacus rpaxpgaHuHa Ha poctyn K ero

nepcoHasibHbIM faHHbIM. TaKXe cepBuUC 3awuuaeT -

nepcoHasnbHble faHHble OT HeCaHKUUWOHUPOBAHHOrO
pocTtyna unuv pacnpoctpaHeHus.

B 2023 roay Kk cepBucy KA yxe nopgkntwyeHbl 113
MHPOPMALUOHHbLIX CACTEM.

"%

MUNYITHIWONTA)
NLOOHOVYLIOE39dIauy BMHIKILDIDO 1990dL0d




(PEKOMEHIALLA)

BOMNPOCHI OBECTIEHEHA KUBEPBE3OMNACHOCTY

YpoBeHb oCcBe4OMJ/IEHHOCTH
HaceneHus

Tak, B uenax onpegeneHns ypoBHA OCBEAOMJ/IEHHOCTU HacesieHUss 06 yrposax
MHJ)OpMaLMOHHOW Ge3onacHOCTU (KMGepGe3onacHOCTN) U 3aWUTbl MEePCOHaNbHbIX
AAHHbIX No 3akaly Komuteta no MHdopMauuoHHOIW 6e3onacHocTu MuHUCTepcTBa
uMcpoBOro pasBuUTUA, WHHOBALUUA U A3POKOCMUYECKOW MPOMbILWIEHHOCTHU
Pecny6nuku KasaxctaH B ceHTAOpe-Hos6pe 2023 roga ObU10 nNpoBegeHo
couuosiornyeckoe uccnegoBaHue no OCBeAOM/IEHHOCTUM HaceneHuUs 06 yrposax
MHJ OpMaLMOHHOW Ge3onacHOCTU (KM6ep6e3onacHOCTN) U 3aWUTbl MEePCOHaNIbHbIX
AaHHbIX (KN6ep6e30nacHOCTH).

B npouecce COLMOMOrMYecKoro uccrefoBaHus 6b1/10 0OXBaueHO:

17

11371

YyacTHUKU: rpaxkgaHe PK ot 18 net u ctapuue;

KonnuectBo BONPOCOB aHKETHbIX G/10KOB:
e COUMa/IbHO - Aemorpadomyeckuii 610k - 10;
e OCHOBHOI 610K - 30;

e [ONOJTHUTESbHBIN 610K - 20;




YpoBeHb ocBe4OMJ/IEHHOCTH
HaceneHus

Bcero B onpoce couuo/iorMyeckoro wuccrneposaHusi, nNposeAeHHOro no
Pecnyonuke B TeueHuMe 3 wMecsiueB, NPUHANM ydyacTue 11371 pecrioHOEeHTOB.
AHanusunpys pesynbtartbl ONpoca, MOXHO OTMETUTb, YUTO Ha CEroAHAWHUA AOeHb
cywiectByetr poCT YPOBHA oOcCBeflOM/IeHHOCTM HaceneHusa KasaxctaHa no
MHOPMAaLMOHHOW 6€30MNacHOCTMU.

Moka3saTenu ocBefOM/IEHHOCTU HacesieHUs 06 yrposax MHOpMaLMOHHO
6e3onacHoOCTU (Kn6epo6e30nacHOCTU) 1 3alUTbl NEPCOHAJIbHbLIX AaHHbIX:

62.9% B 2018 roay

B 2019 roay T

78% B 2020 roay

B 2021 roay Qf

._\.\

(AT

B 2022 roay ) m

80,4% B 2023 roay

o

Pe3ynbTaTbl COLUO/IOTNYECKOro uccriegoBaHua npoBeAeHHOro B
2023 roay, NoKasbIBalOT YTO O0/ILLLUIMHCTBO PeCNOHAEHTOB:

2850 v
df?g;gggé « nony4yalrT 3HaHMUA O 3aWmTe JIMYHOU nHdopMaLun nNpu
5] < <
‘g‘-wﬁ;gg = Mcnosib3oBaHUN counasibHbIX ceTten — 90,52 %;
L I

« ocBeAOoMJ/IEHbI NMPU UCMOIb30BaHUN CBOEN «3/1IEKTPOHHO
uuchposon nognucu» — 85,06 %:;

Q@'

« 3HAT O NOTEHUMA/bHbLIX pUCKaxX pgeTeli NMpU UCNONMb30BaHUU

¥y
%

UHTepHeTa - 76,65 %;

N

V’WHawoxad)
NLDOHOVYLOEIIdIaam BMHIRIUDIGO 1900dLod



Yrpo3bl 6e30nacHOCTU AaHHbIX

MHdpopmaunoHHasa 6e3onacHOCTb B cpepe
UHgpmaTusaumm (KubepGesonacHocTb) -
/COCTOSIHME  3ALYMLIEHHOCTU  31EeKTPOHHBIX
MH(pOPMaLMOHHbIX pecypcos,
MHPOPMALMOHHbBIX CUCTEM U UHGOPMALIMOHHO
— KOMMYHUKaLUMOHHOW WH(PaCTPYKTypbl OT
BHELUHUX U BHYTPEHHUX Yrpos3.

—
= o BAXHO 3HATbD:

EIE— |J/Jo MHbopmaumoHHaa Ge3onacHOCTb
= % A0 ABNAETCA HEeOoTOpPBaHHbIA 4YacTblo
E Lo Hawei XN3Hu. Nopg MHPOpPpMaLUOHHON
S \kjll 6e30MacHOCTbIO Nogpa3ymMmeBaloT, Kak
@) % o npaBuUio, TPU BaXXHbIX NpUHLUMUNa:

i o ©

Q-,

oall)

KOHCI)I/I,D.eHLl,Vla.ﬂbHOCTb AOCTYN K UH(hopmauumn fo/mKeH GbiTb

TONbKO, Y TOro, KTO UMeeT Ha 3TO
npaso.

!
!

AOCTy"HOCTb UHdopMaumsa Ao/MKHA GbITb JOCTYNHA

NOOOV MOMEHT, KOora oHa Hy)XHa.

BOIMNMPOCbLI OBECINEYHEHNA KUBEPBE3OINACHOCTU

LienocTtHOCTb nHopMauma AOKHA GbITh

OOCTOBEPHOM.

({¢

HapylieHne ogHOro n3 NPUHLMNOB MOXET NPUBECTU K
HapyLLUEeHUIO APYTrux.

o o o e e e (P o o o o




Kakum o6pa3omMm BpeoHOCHbIe NporpaMmmbil
NPOHUKAIOT B KOMMNbIOTEP NONb30BaTeNsA?

Tunbl yrpo3 KM6epo6e3onacHOCTU:

dUWKMHr - 3TO pacnpocTpaHeHHas dopma OHMamH-
MOLLUEHHNYEeCTBa, OCHOBaHHas Ha HeBHUMATE/IbHOCTU
OHNaliH-Nosb3oBaTenei.

B3nom caiita - nonyyeHne pAocTyna K BHYTPEHHUM
[laHHLIM UM K aAMUH-NaHenu Beb-pecypca He3aKOHHbIM
nyTem.

CouymnanbHas MH)XeHepus - ncuxonoruyeckoe
MaHUNyNMPOBaHNe JiloAbMU C  UENb0  COBEPLUEHNS
onpeaeneHHbIX [encreui nnn pasrnawleHuns

KOH(pMAEeHUaTbHON nHGopMaLmn.

DDos-aTtaka - 3T0 neperpyska MHopMaLnNOHHOW CUCTEMBI
N36bITOYHLIM YMC/IOM 3aMnpoCcoB, 6/IOKUPYHOLLMX 06PaBOTKY
ob6palLeHwii.

TpPOSIHCKUIA KOHb - BPEAOHOCHOE  MpOrpamMmmHoe
obecneyeHne, KOTOpoe MacKupyeT CBOE€ WCTUHHOEe
HasHauyeHue. Mpu 3TOM, B OT/IMYME OT BUPYCa, TPOSH He
CNnocobeH camocTosiTeNbHO Ay6/vMpoBaTb WM 3apaxaTb
channsbl.

Mporpamma-BbiMOrartenb - OM0KAPYET KOMMbHOTEP, a
3aTeM TpebyeT BbIKyn 3a TO, UTOObI pa3boKnpoBaTh ero.

MeToAbl pacnpoCcTpaHeHUs:

CCbI/IKU HA BP€OOHOCHbIE
catimbi 8 3/1eKMPOHHOU
noume

coobweHusiB %?l
coyuasibHbIX cemsix E#

yb6exoarom 3a2py3umb
3apakeHHbIl ¢halin -X

U
noceujeHue | g
3apaxKeHHo20 calima \gs. @)

ucnosib3oB8aHue
3apaxeHHoz20 USB-
Hakonumerss Ha
KoMnbromepe

(MNTIVITHaW

cobuparom naposu c

Be6-calimos u opyaux %1

KoMnblomepos, " 4
Komopble OHU 83/10Ma/iu

PEKOMEHAALN:

BHuMMaTeNlbHO NOCMOTPUTE Ha Nocellaemble caiiTbl U pecypcbl, NpoBepbTe
| AOMEHHble MMeHa U BHUMATe/lbHO npouuTaiite, c YeM Bbl COrnalwlaeTech,

npexape 4yemM HaXnumMmartb «[a, i1 corsiaceH».

AocTtyna K JINYHbIM AaHHbIM.

Mpexae yem OTKPbIBaTb MMCbMO, KOTOPOE Bbl NOAYYUNIN, HANULLNTE HA HEM
HEeCKOJIbKO c/ioB B OTBeT, NOTOMY 4TO, €C/in oTnpaBuUTe/iIb BepeH, CTOPOHa,
oTnpasumBlas NMCbMO, 06A3aTes/IbHO OTBETMUT.

HacTpoiite cnoxHsie naposiv nlunu gByxgakTopHyl0 ayTeHTUdMKauuio ans

OTKpoOWTe OTAE/ILHYI BUPTYa/IbLHYKO KapTy ANA NMOKYNOK B MHTEpPHeTe U
BCTaBbTe TOJIbKO CYMMY, PACCUMTAHHYIO Ha NMOKYMNKY BHYTPM.

NLOOHOVYLUOE39d39NH BUHAKh3AUO390 1900dU04d



BOIMNMPOCbLI OBECINEYHEHNA KUBEPBE3OINACHOCTU

3a nocnegHuu rog noaBeprajiucb Nin
Bbl KUGepaTakam?

CornacHo onpocy, 3a rnocsiegHuii rog HaceneHuve KasaxcraHa
noABepr/iocb HMKeyKa3aHHbIM Bugam Kubepartak:

ekomnbroTeprle BUPYCbI — 22,8%; 2023 2022 2021 2020

Ataka
Q BpeJOHOCHbIe cnam — 16,9%; KOMnblOTEPHbIX 22,8% 51,7% 16,5% 32,1%
BUPYCOB

e B3/10M akKayHTa — 8,1%; By icnaMl R 16,9% 34,5% 23,0% 13,4%

Banom
aTtaka co CTOPOHbI xakepa — 3,6%; aKKayHTOB B

COLMVIbHbIX
CceTsX

8,1% 28,4% 14,5% 3,9%

Knéep MoweHHN4YecTBo - 6,9%;

PEKOMEHAALUUU NO KNBEPBE3OINACHOCTMN:

(PEKOMEHAALW%) &

PerynsapHo o6HoBAsAWTE Naponu.
Ucnonb3yiTe aBYyXhakTOpHYIO ayTeHTUpukayuto.
OchopmnsiiTe oTaenbHble 6AHKOBCKUE KapTbl ANS AeTeW.

OrpaHuumBaiiTe AOCTYN NPUIOXKEHUAM U YyGupaiite reosiokauuio.

HacTpauBaliTe NpuBaTHOCTb B COLICETAX.
Wcnonb3yiite nouTty Ansi NnepecblIKU JOKYMEHTOB.

CkaumBaiite nporpamMMHoe oGecneyeHue TOJSIbKO C oduuuasnbHbIX
caiitoB.

RRRRQ QRRQX

OTpaBaiTe npegnovTteHne MOGUNBLHOI BepCcuUu pecypca, a He CanTy.




KAKME MEPbI BE3OIMNACHOCTHU
Bbl UCITOJIb3YETE INPU
PABOTE B MHTEPHETE?

perynsipHo 06GHOBANAO Napou
yCTaHaB/IMnBalo aHTUBUPYCHOE ONSi CBOUX aKKayHTOB
nporpaMmmHoe o6ecnevyeHue Ha CBOIi 6%

KOMNbloTepl/yCcTPOiACTBO

~ (wnvoHawoxad)

NLOOHOVYLUOE39d39MH BUHAKh3AUO390 1900dU04d

He AentocCb IMYHO
MHd opmauuven B

NyG/NYHbIX

NUCTOYHMKaX

He oTBeualo Ha
nopo3puTtesibHble
3/1eKTPOHHbIE
nMcbMa u He
K/IMKalo Ha
He3HaKoMble
CCbIJIKU

MCNOMb3YI0 pasHble Naposnm =<
ANA pasHbIX CEPBUCOB g, . of




NPOPUNAKTUKA
NH®POPMALIMNOHHOWU
BE3OMNACHOCTW

NMPOBEPAIOT I PECNOHAEHTbI NHOOPMALMUIO O
CAUTAX, HA KOTOPbIX OHM PEFTUCTPUPYIOTCA?

Pe3ynbTaTbl cOLuManibHOro onpoca nokKasbiBaloT:

NPOLEeHTOB PeCNOHAEHTOB NPOBEPSAIOT
MHOPMaLUIO O cailTax PeryasipHo;

NPOLEeHTOB PeCNoOHAEHTOB NPOBEPSAIOT
UHopMaLUIo O caiiTax MHOrga, Korga pecypc
BbI3bIBalOT KaKne-simbo COMHEHUS;

NPOLLEHTOB PECNOHAEHTOB He NPOoBepPsIoT
MH)OpPMAaLUIO O caliTax HAKOTr4a;

UTo cnepyeT npeanpuHATbL, ecnn Bbl 3ametunnu
NoAO3pPUTENbHYIO aKTUBHOCTb HA CBOEM GaHKOBCKOM
cyeTe B UHTepPHeT-GaHKUHre, OHNailH MarasuHe u 1.4.7

5,96% 68,91% 12,35%
pecnoHAeHTOB NoAenATcA pecnoHAeHTOB cpasy pecnoHaeHToB
UHcopmauuen o )Xe coobLat B 6aHK 0 OCTaBAIT BCe Kak
noAo3puTesIbHON aKTUBHOCTHU noao3puUTenibHOMN €CTb, BO3MOXHO 3TO
B COUMa/IbHbIX CETAX; aKTUBHOCTW; CUCTEeMHas OLINGKa;
— — pilad

PEKOMEHAALY

(npodhnnakTuka no NHhopmMaLMOHHOW 6e30MacHOCTN)
Perynﬂpl-lo yCTaHaB.ﬂMBaﬁTe OOHOB/1eHUA ANA Bawero nporpamMmmMmHoro o6ecneyeHus —
onepaynoHHbIX CUCTEM, NporpamMmm I1p|/|l10)K8HI/II7I, AHTUBUPYCHbLIX U NPOoYUX nporpamMmm.

(PEKOMEHIALN)

-
~

BOIMNMPOCbI OBECINEYHEHNA KUBEPBE3OINACHOCTU

N/
@
1\
[ ]

-
~

Bknrouaiite (yHKUUIO aBTOMATUUYECKOro OGHOB/IEHUSA NPOrPaMMHOro o6ecneyeHus, Koraa
TakoBOe€ AOCTYIMHO.

N/
@

1\

[ ]

-
~

Yaansiite nporpaMMHoe o6ecrneyueHne, KOTOPOe Bbl HE UCMO/Ib3YeTe UMM Koraa He
nonyyaete 06GHOB/IEHUA pa3paboTUmKa.

\n 7

@
71\
L]

-
~

N/
@
1\
[ ]

N36eraiiTe YCTAHOBKW HE/TULEH3UOHHOIO nNporpaMmmMmHoro oGecneyeHns unu nporpaMmmMHoOro
o6ecneyeHna 3 HenpoBepeHHbIX NICTOYHUKOB.

10

-
~

\ 7/
@
'} \

« PerynsipHo cosgaBaiite KONMUIO BaXXHbIX 4J1A BaC faHHbIX HAa APYIYMX yCTpolicTBax.



NMPOPUNTIAKTUKA
NMH®OPMALIMOHHOW
BE3OIMNACHOCTW o

pecrnoHAeHTOB Ha

50,00% - NpoBeAeHHbI
onpoc:

B C/Nly)XOy pearmposaHus
Ha Komnbiotep/
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i 45,00%
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BE3OIMNACHOCTHA

NAPOJ/IbHAA NMOJTMTUKA
3anpeLyaeTcsa XpaHUTb Naposiv B 3/IEKTPOHHOM BUfe Ha paéouyem
cTone.

AonyckaeTcsa packpbiTne 3HaueHunit napossa B cny4vyae
npon3BoaCcTtBeHHOU HeOGXO,qI/IMOCTVI.

@ I'Iaponvl AO/DKHbI ObITb HEe MeHblUe 8 CUMBONOB U AO/DKHbI
0OGHOBNATbLCSA eXeKBapTa/ibHO.

3anpeu.|,aeTc;| OTKPbIBaTb 3JIEKTPOHHbIE NMUCbMa U NOAO3PUTE/IbHbIE
B/1OXX€HUA OT HE3HAKOMbIX J1Ul,.

Ha no60i nogo3puTenbHbIii 3anpoc no 3/1IeKTPOHHON noyTe
‘ ’ Heo6X0ANMMO UCNOJIb30BaTh a/ibTEPHATUBHbIN KaHan cBA3N (K
npumepy, TenecoH), UTo6bl NOATBEPAUTL 3anpoc y agpecara.

Heo6xoaumo Bcerga npoBepsiTb NPaBUIbHOCTbL HaNMUCaHUA agpeca
oTNpaBUTENA U NoslyyaTens.

AHTNBWPYCHOE NMPOIrPAMHOE OBECIEYHEHUE

HEOGXOAMMO ncnosib3oBarb JIMULEH3INOHHOE aHTUBUPYCHOE
nporpamMmmMmHoe o6ecneyeHue.

@ O6s3aTeNnbHO NPOBEPATL HA BUPYCbI II06OI HOCUTENb Npu
nogkntoueHnu K Bawemy komnbloTepy.

(PEKOMEHIALLA)

" MpoBepATb Bce halinbl U3 BXOAALLEN 3/IEKTPOHHOI NOYTbI HA BUPYCbI
nyTem HacTPOIiKM aBTOMaTUYECKOWN NMPOBEPKU.

COUMANBbHAA MHXXEHEPUA
O

3anpewaerca coob6waTtb TpeTbM nNuuam IP-agpeca n couetaHne
NIorMHa U napons.

3anpewaetcs yctaHaB/iMBaTb CAaMOCTOATE/IbLHO NporpaMMHoe
ob6ecneyeHue.

MHTEPHET U COUUNANBbHbLIE CETU

He gonyckaeTcA nepexoguTb MO CCblJIKAM OT HEM3BECTHOTO OTNpaBuUTeNs

@\ 3anpeujaeTca nocewarb Be6caiiTbl, cogepxalime matepuasbl
‘o TEPPOPUCTUUECKOI, IKCTPEMUCTKOU, AHTUKOHCTUTYLLMOHHOI U UHOW

-©-
9\/ AECTPYKTMBHOI HanpaBneHHOCTH.
\9

BOIMNPOCbI OBECINEYHEHNA KWBEPBE3OIMNACHOCTN

/
_/’® 3anpeu4aeTc;| nPpUHUMaTb corjiaieHnsa npun noceweHnum CaﬁTOB, CMbIC/ia
KOTOPbIX Bbl He NoOHMMaeTe.

3anpewjaeTcs Ucnosib3oBaTb NApPosiv AOCTyNna B JIOKa/IbHYIO CeTb B
APYrux nporpamMmmMax M Ha caTax.

Bo nsbexaHue yrpos, cBAdaHHbIX C Ucnonb3oBaHnem cookies (haiinbi
HeGO0NbLUIOro 06 beMa) peKoMmeHAyeTCs NepnoguyYecKkn NPoBoAUTb aHaNU3
coxpaHeHHbIX cookies.

o ————————————————————————
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O/THUTE/IbHbIE PEKOMEH,D,ALI,I/IVI\

MO KUBEPBE3OIMNACHOCTW ANA
FrOCYAAPCTBEHHbIX CNYXALLUX

EURNRN

RN

EN

p

3anpewaeTca nogknovUeHne BHYTPEHHUX ceTen
rocygapctBeHHoro opraHa (F'O) K UHTepHeTy.

MNoakntoueHue K cetn IHTepHeT Heo6XxoAMMO NPOBOAUTL
TONbKO Yepe3 EAuHbIN W3 goctyna K IHTepHeTy.

Mpun pa6oTe ¢ pecypcamu cetn IHTEpPHET 1 3/IEKTPOHHON
NOYTOI 3anpeLwaeTca pasrialleHne rocyaapcTtBeHHON,
CNny)XeOHOW N KOMMep4YeCcKon nHhopmauuu, ctaBluei
MU3BECTHOW COTPYAHUKY NO CNy)XXeOHOW He06Xo4UMOCTU NTNOO
WHbIM NyTeM.

Cnyxawume 'O, MECTHbIX UCNONTHUTENbHBLIX opraHos (MNO)
npu oCcyLecTB/IEHUU CNYXXEeOHOW Nnepennckn B 3/IEKTPOHHON
chopme npu UCNOSTHEHUN UMU CNYXXEOHbIX 065A3aHHOCTEN
MUCNONb3YIOT TO/IbKO BEAOMCTBEHHYIO 3/IEKTPOHHYIO MOYTY.

3anpewaeTca oCcTaB/IATb BK/IIOUEHHbIMU 6€3 NpUucmoTpa
KOMNbloTepbl U MIHTEpHeT-ceTU B OTKPLITOM Buge. B cayvae
ocTaB/IeHUNA paboyero mecTta BgebAa3aTesIbHOM NOpPSAKEe
Heo6xo4uMO 6N10KMpoBaTh KOMALIOTEP (- KOMOUHaUUA
knasuwl Windows+L).

3anpewaeTtca nogknoveHnew EAuHOM TPaAHECROPTHO cpeae
(ETC) IO, nokanbHoii cetu O nocpeACTBoM 6eCAPOBOAHbLIX
ceTen, 6ecnpoBOAHOro AocTtyna, MoAeMoB, paavoMoaeMoB,
MOAEMOB CeTell ornepartopoB COTOBOU EBA3N U APYENX
6ecnpoBOAHbIX CeTEBbIX YCTPOUCTB.

. wnvoHINoYad)

NLOOHOVYLUOE39d39MH BUHAKh3AUO390 1900dU04d



BOIMNMPOCbLI OBECINEYHEHNA KUBEPBE3OINACHOCTU

PEKOMEHAALW MO

3ALMTE NEPCOHAJbHbIX
=]

NAHHbIX:

- NepeyeHb NepCoHa/IbHbIX AaHHbIX, Mpw

KOTopble cobupaeT oneparop; npepocTaBieHUN
NnepcoHasIbHbIX
nPun - Lienim céopa n 06paboTKMU aEHbIX ia
noanMcAHUAN nepcoHasibHbIX AAaHHbIX; A ya
< cornacus /o,
N - CPOK nnun nepuop, B Te4HEHUN KOoToporo ob6Aa3aTeNibHbIM
§_ B(’?-II:-I’/IPI\:I-\IISJE AelicTByeT cornacue; TpeGoBaHueM
< HA: - BO3MOXHOCTb Nnepegauu TpeTbum ARgAeTcA
= auam; Hanuuune
T . cornacus
LL - BOCMOXHOCTb Tp:chrpaHI/ILIHOI/I ur3UIEecKoro
> nepepayuun faHHbIX; nuua
9 - BO3MO)XXHOCTb pacnpocTpaHeHus unun ocHosaHune,
LL] NnepcoHanbHbIX AAHHbIX B npeaycMoTpeHHoe
al 06LeCTBEHHbIX UCTOYHMKAX. 3aKOHOM.
N—’

be3 Bawero cornacusa, nepcoHajibHble

AaHHble He MOryT ObiTb nepeaaHbl
onepaTropom Apyrum nvuam n
opraHusayusm.

Takke B Lensax sawnTbl IMYHbIX AaHHbIX OT HE3aKOHHOIO pacnpocTpaHeHus,
HacToOATE/IbHO PEKOMEHAYETCA O3HAKOMUTBLCSA C NOJINTUKO cOGN0AEHUA
KOH(pMAEeHUMATbHOCTN NEPCOHA/IbHbIX AAaHHbIX OpraHu3auum, a Takke odpallarb
npucTasibHoe BHMMaHMe Ha YC/I0BUSA UX OOPabOTKMU.




BALLUU NMPABA
3ALL'|V| LL'.EHbI CornacHo NyHKTy 2 cTtatbi

20 3akoHa Pecnyb6nukm

SAKOHOM: KasaxcTaH «O

NepCcoHa/IbHbIX AAHHbIX U UX
3awmTer»:

Pecnyﬁny"(w KasaxcTaH o C60p n 06pa60TKa AepCOHaanblx AaHHbIX
NePCOHa/IbHbIX AAaHHbIX U UX OCYLECTB/IAIOTCA TOJ/ILKO B crydasx obecredyeHus wux
3awmTe N AeicTBYOWMMN HA 3allunThbI.

Tepputopuun Pecny6ivkn

KasaxcTa cTaHgaptamu. flaHHas Kpome TOro, B coorBeTcTBuu co crarbeil 56 3akoHa PK «O6

MOMeHTa NosyueHus MH(OPMALMOHHBLIX CUCTEM, MOMYYUBILME ISNEKTPOHHBLIE ~
3/1eKTPOHHBIX MHOPMaLIMOHHbIE pecypcbl, cofepXaliue NepcoHasbHble

MH(POPMaLMOHHBIX PECYPCOB,  naHHble, COGCTBEHHUK U (MNK) onepaTop 6asbl, coaepxalleii
COAEPXAWMNX MEPCOHANIBHBIE = pepcoHa/bHble AaHHble, a TaKkKe TpPeTbU Nnuua, 06s3aHbI O
ARHEEICSASMRYHISHOMEESS npuHMMaTh Mepbl MO WX 3alyMTe B COOTBETCTBUM C =

nn60 oGe3nnumBaHus.
HacToAWMUM 3aKOHOM,

<

11 peka6psa 2023 roga nosiBUAacCb HoOBasi cUCTeMa 3alUThbl MO 3aKOHY «O
BHeCEHWIA U3BMEHEHUIA U JONOMIHEHUI B HEKOTOPbIE 3aKOHOZ4ATeIbHbIE aKTbl

j
% Pecny6nukn KaszaxctaH no Bonpocam nHgopmMmaLuoHHOK 6e30MacHOCTH,

MHdopMaTusaLum u LUMPPOBbIX aKTUBOB»:

Add

(nMnnvirH3
NLOOHOVYLOESIAdaam) BMHIKh3AUD3IGO0 1900dLod

3akoH npegycmaTtpuBaeT cnegyloline HOBOBBEAEHUSI B HaCTU:

HageneHMa  YMNOJIHOMOYEHHOro opraHa B cdepe  3awUTbl
nepcoHasibHbIX AaHHbIX (MuHUcTepcTBO UUpPOBOro pasBUTUA,
MHHOBaLUA N a3pOKOCMMUYECKOW NpPOMbIWAEeHHOCTM Pecny6nukm
KasaxcTtaH) (pyHKUMeN rocyfapCTBEHHOrO KOHTPOSA 3a COGMI0AeHuEeM
3aKkoHogaTenbcTBa Pecnyonukn KasaxctaH 0 nepCoOHasIbHbIX AaHHbIX
M Ux sawuTe;

;

yCTaHOB/IeHMe 3anpeTa Ha c60op, 06pa6GoTKy KOnuii fOKYMEHTOB,
YAOCTOBEPAKLMX JIMYHOCTb, COAEPXKALUX NEPCOHA/IbHbIE AAHHbIE;

@ |

MHchopMUpoOBaHMe rpaxaaH o (pakTax yTeUKU NepCoHaNbHbIX AaHHbIX;

p R

YCTaHOB/IEHNA [0GPOBO/ILHOIO OTKa3a OT NMoJly4eHUusi 6GaHKOBCKNX
3aiiMOB;

&




BOIMNMPOCbLI OBECINEYHEHNA KUBEPBE3OINACHOCTU

(PEKOMEHIALN)

UTO OENATDb?

Mpu o6HapyxeHUu pakToOB HE3AKOHHOIO coopa n
® YTEUKMN NINUYHbIX AaHHbIX

rpaxpgaHe Moryt o6patutbcs B Komuter no
MH(OPMALMOHHOW 6e3onacHoCTun MuHuctepcTBa
unucppoBoro pasBuTUSA, UHHOBALMIA U a3POKOCMUUYECKON
npombilW/IeHHOCTU Pecny6sinku KasaxctaH Al NPUHATUA
Mep No npece4vyeHuo HapyLue

e.gov

PUNO,KOHTaKTbI OBPALU'EHVIH AO”)KH bl

3aABUTENSA;

« COJEPXATb:
OnucaHue cutyauun,

npu KOTOPOM AONYLLEHO

JocToBepHblieMaTepuabl,
HapyLeHne; Q noATBepXAaloLme

HapyLleHue;
Mepnop n cpoku HaumeHoBaHue
coBepLIeHuns opraHusauuu, 4onycTuBLLei
HapyLeHnA; npaBoOHapyLUeHune.

Ecnu Bbl 06GHapyXunu, 4to KTo-1M60 ocyLecTBAAET CO0pP U 06pPaGOTKY Balnx
NepPCOHa/IbHbIX faHHbIX Ges Ballero cornacus, Bol BnpaBe 06paTtuTbCsa K AaHHOMY Ly
opraHusauum ¢ TpeboBaHMEM YHUUTOWNTEL HEZAKOHHO cobpaHHble aaHHbe. Kpome Toro,

Bbl TaKke BnNpaBe O0TO3BaTb faHHOE paHee corslacue Ha c60p M 06pPaGOoTKY Balnx
NnepcoHasIbHbIX AaHHbIX. B cnyyae 6e34eicTBUA UM OTKasa onepartopa yHUHYTOXUTL
faHHble, Bbl MOXeTe noXaoBaTbCs B YNO/THOMOUYEHHbIW OpraH B chepe 3awmTbl
nepcoHasibHbIX AaHHbIX — KOMUTET IO NMH®OPMALIMOHHOW BE3OMACHOCTU
MNWHNCTEPCTBA LPPOBOIO PA3BUTUA, I/IHHOBALI,I/II7I N ABPOKOCMUYECKOW
MPOMBIWWIEHHOCTU PECNYBJ/IMKU KA3AXCTAH. O6GpaLlieHnss MOXHO nogaBaTb
NIO6LIM YAOOGHbLIM N AOCTYMHLIM COCOGOM.

16




NCMNONb3OBAHUE 3/IEKTPOHHOW
LIMdPOBOIW NOAMNMUCHA

Mpouie roBops, 3NeKTPOHHasA uudposas noagnucb
(3L1) — aTOo cO6CTBEHHAA NOANUCH FPaXXAaHNHA B
3NEeKTPOHHOM BUuAe, Ha KOTOPOiA MOXHO NoANuUCbIBaTb
AOKYMEHTbI.

UTO MOXeT Npou3oiiTn B cny4yae
nonagaHus UM B pyKn MOLWEHHUKOB UMK

KOro-nnoéo eue:
Ecnun 3UMN He 3awnuieH naposiem, yepes Hero MoryT 6bITb
v/ noanucaHbl AOKYMEHTblI NN (pMHAHCOBbIE onepaLuu.

W\ AnAa cy6beKTOB NnpeanpuHMMaTenbcTBa nonyvyeHne LN
MOXeT NPUBECTU K TPYAOYCTPOUCTBY “(PUKTUBHDbIX
@ paGoTHUKOB”.
=[is al
ﬁ/ﬂh :lr” ;‘ Perncrpauusa HeCcKoNbKuUX nuy 6e3 yseaoM/sIeHUsA B
Mij“ﬂl - KBaptupe no umeHu Bnagenbua 3LUM.

Mo 3awmnte co6cTBeHHOU AL HEO6XOAMMO NMPUHATDL
cnepywowue mepbil:

Korpa Bbl BnepBble nony4vaete ALIM us LLOHa, MoXeT CTOATbL MNPOCTOWV Naposb,
NoO3TOMY ero crneayert 3aMeHUTb C/IOXKHbLIM NapoJsiem.

He nepegasaiite SLUIM noctopoHHum niuuav. OHU MOTYT NOANUCbLIBaTb AOKYMEHTbI
OT Ballero MMeHu, Korga OTBETCTBEHHOCTDb JIEXUT Ha Bac.

He otnpaenaite 3UIM B cneynanbHbIX YaTax, MeCCeHaKepax.

O6ecneubTe KOMNbIOTEP UIN HOYTOYK, HA KOTOPOM XpaHuTtca AU, nporpammamu
3alWuThbl OT BUPYCOB.

Mpu coxpaHeHun 3L B palinax He coxpaHsaiTe ee Naposib ¢ UMeHeM chaiina.

He 6epute 3UI Ha koro-to gpyroro. Monyuntb AL MOXXHO HECKOJIbLKUMU
cnoco6amu: yepes LieHTpbl o6¢cnyxuBaHusa HaceneHus (LLOH) nnu uepes eGov.

MN36eraiiTe yCTAaHOBKWN HEMPOBEPEHHLIX U/ HEHAJAEKHBLIX MPOrpaMm Ha ragKeTbl-
CMapT(OHbI C BallMM KOMMNbIOTEPOM.

HemensieHHO OGHOBUTE CBOM K/OY, ecnuv Bbl notepsanu UM nnv ecnv oH nonan B
PYKU apyrux nuu,.

MMNVITHIWON3J)
NLOOHOVYLOSIAdaam) BMHIKh3AUD3IG0 1900duUod



BOINPOCbI OBECINEYHEHUA KWBEPBE3OIMNMACHOCTN

3awmta 6e3onacHoCcTu geTtel B ceTu MIHTepHeT

Ha cerognawHuii AeHb Ha WHTepHeT pecypce;
nosiBnsieTcs BCe 6onblue WCTOUHUKOB,
APEeACTaBAAOWMX ONacHOCTL Ans  paerteil. Ecnmi
YNOMSIHYTb  HEKOTOPbIX W3 HUX:  3arnpelieHHbie!
3aroBopbl, pecypcbl U Tpynnbl, KOTOpble noGymp,arOTi
AeTel K cymumay WM K HeraTMBHbIM AeUCTBUAMI

OY/I/IMHra, KOTOPble HAHOCAT BpeA AeTAM.

KnGepbynnmHr Ha CcCerogHsWHWi AeHb ABNAETCA O4YeHb aKTya/lbHOW
<SS npo6nemoii Ana 6esonacHoCcTy AeTeil. B Taknx cutyaumax poauTenn fO/MKHbI
. o06paTuTb BHUMaHUE:

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
| '
1
< |
=1 r-)@ » Mnoxoe HacTpoeHue nNocsie NpoBeAeHHOro BpeMeHu B IHTepHeTe. I
(V) 1
T @ .+ CraHOBWTCA HeOGbIYaliHO CKPBITHBIM, 0COGEHHO KorAa Aesno OXOANT :
LL] A0 1CNO/Ib30BaHUA HexenarebHbIX UH(POpMauuii B ceTu UHTepHeT. i
1
= « Arpeccusi unu BenblWKa rHeBa. i
1
1
9 « TpeBora n/iunu BonHeHNA y peGeHKa. i
1
1
E D"\:”@/’ « YacTo npocAT AeHbru. i
N 1
|
Kakue mepbl cneayer npegnpuHATbL poautensam AgnA i
w 1
3alUTbl AeTen oT KNbepyrpos: I
i
3 * OrpaHnybTe BpemMs MCNONb30BaHUA UHTEpPHeTa. i
|
‘ * BosbMuTe Noj CBOW KOHTPOJ/Ib KOHTEHT, NpocMaTtpuBaemMbiii !
AeTbMU B UHTEPHETEe U pa3/INUYHbIX CeTAX. i
— |
, * 06cyanTte c AeTbMU NOTeHUMaNbHbIe YIpOo3bl B UHTEPHeTe. |
~ i
] y |
N * O6GbACHUTE AETAM, YTO HA HEraTUBHbIA KOHTEHT MOXHO :
XanosaTbCsl MojepaTtopy pecypca. i
|
* ECNu geTn cTalKUBaKTCA C HENPUATHOW cutyauueii B L
« MHTepHeTe, NOMOrnTe UM NpeofosnieTb 3Ty CUTyaLUIo, He
X nosbliWwasa ronoca. 18




MpaBuna nHpopmayMoOHHOU Ge30nacHOCTHU
AETEW 1 NOAPOCTKOB B CETU UHTEPHET

perynsipHo nNnpoBepsTb UX
OHJ1aliH-aKTUBHOCTb U

NUCTOPUIO MOUCKA

B npogomkeHun gnanora c
yyacTHMKaMu nccnepoBaHus
TaKxe Obl/1 00CYXXAeH BONpPOC,
CBAi3aHHbI C aKTyaJ/IbHOIl Ha
CEeroaHAWHNN feHb
npo6nemow 3awWmnTbl geTen ot 18,05%
HeXenarenbHOW nHcpopmauum

B MHTepHeTe. [10 MHeHnto 0
pPecnoHeHTOB OCHOBHOIA LR 750

MepoW 3awunTbl peGeHKa oT 0
HeXenarenbHOI MHopMaLK 29,080
B IHTepHeTe ABNsAeTCA:

o6cyxpaatb C AeTbMu
npaBuna 6e3onacHoro ycTaHaB/nBatb

nosegeHus B IHTepHeTe pPoANTENbCKUIA KOHTPO/IL Ha
yCTpO/CTBaxX U NPUOXEHUAX

PekomMmeHpgauuun ona poautene:

CospaiiTe CMUCOK AOMALLHUX NpaBua noceweHus MHTepHeTa npm yyactum
NoApPOCTKOB U TPeByiiTe 6e3yC/I0BHOrO ero BbinosiHeHUA. O6roBopuTte ¢

pe6GeHKOM CNMUCOK 3anpeLleHHbIX CauTOB («4epPHbIi CAINCOK»), Yacbl paboTbl B
MHTepHeTe, pyKOBOACTBO NO 00WeHuto B IHTepHeTe (B TOM 4ucnie B yaTtax).

NMYITHINONAJ)

1%

(

N1OO0HOVYLUOE€39d39UAH BENHIKh3UO390 1900dU04d

KomnbloTep ¢ nogkntoueHneM K cetu IHTepHeT A0/HKeH HaXo4UTbLCS B 06Lei
KOMHare.

He 3a6biBaiiTe 6ecefoBaTb € AeTbMU 06 UX Apy3bax B UHTepHeTe, 0 TOM, UeM
OHM 3aHATbI TaKUM 06pa3om, 6yATO peub NaeT 0 APY3bAX B peasibHO XU3HM.
CnpawwuBaiiTe 0 N0AAX, C KOTOPbIMU AeTH o6 aloTCs NOCPeACTBOM CNYXO
MrHOBEHHOIo o6MeHa COOOLWEHUAMMU, YUTOObI YOeAUTBLCA, UTO 3TU JTIAU UM
3HaKOMbl.

Wcnonb3ayiite cpeacTBa 6/10KMPOBaHNSA HEXeMaTe/IbHOTO KOHTeHTa Kak
AONOJIHEHME K CTaHAAPTHOMY PoauTebCKOMY KOHTPO/IIO.

Heo6xoauMMoO 3HaTb, KAKMMKM YaTaMu Nonb3yroTcA Bawnm aetu. Moouwpsiite
ucnosib3oBaHne MogepupyemMbiX YaTOB U HacTausaiTe, YTOObI AEeTU He
o6wanncb B NpMBaTHOM pexume.

RR QR ®

MOCTOAHHO KOHTPONNPYTE Ucnosib3oBaHue NHTepHeTa Bawmm pe6eHkom! 31O He
HapyLleHue ero IMYHOro NPOCTPaHCTBa, a Mepa NPeAoCTOPOXXHOCTU U NPosABeHne
Bawei poanTenbCKOIl OTBETCTBEHHOCTU 1 3a60Thbl.
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KAK OTPAHUYNTb AOCTYN AETEN U
NoAPOCTKOB K UHTEPHETY?

Mpuyunte peteli He BblgaBaTb
CBOIO  JINYHYIO MHdopmauuio
cpeacTBaMun 3/1IEKTPOHHOW MNOMUTHI,
yaToB, cuctem MrHOBEHHOTO
obmMeHa coooLWeHnaAMN,
perncTpauuoHHbIX POpM, JINUHbIX
npocuneiin npu perucrtpauyum Ha
KOHKypcCbl B IHTepHeTe.

Mpuyunte peteil He 3arpyxaTtb nporpammbl 6e3 Bauwero
paspeweHuss. OOBACHUTE WM, 4YTO OHU MOryT Cy4aiiHO
3arpy3utb BUPYCbl WIN ApPYroe HexenartesibHoe NporpaMmmHoe
oGecne4yeHue.

MNpuyuute Bawero pe6GeHka coo6uwaTb Bam O NOGLIX yrposax
Wnn TpeBorax, CBA3aHHbIX C MHTepHeToM. HanomHuTe geTsam,
UYTO OHM B 6Ge30MacHOCTU, €C/IN cCaMMu paccKasa/u Bam, O CBOUX
yrposax uam TpeBorax.

MomMorute um 3aWUTUTLCA OT crnama. HayuuTe NogpocTKOB He
BblgaBaTb B VIHTepHeTe CBOEro peaibHOro 3/IEKTPOHHOIO
agpeca, He OTBeyaTb Ha HeXenaTte/lbHble NUCbMa W
UCMONb30BaThb CheyyasibHble NoUYToBble PUMbLTPbI.

O6GBACHUTE AETAM, UTO HU B KOEM C/lyyae Heslb3s UCNOo/b30BaTh
CeTb ANA Xy/UraHCTBa, PacnpoCTpaHeHUsl CN/eTeH UMK yrpos
APYrvm nogsam.

O6cyauTe ¢ NogpocTKkamu Npo6/emMbl ceTeBbIX asapTHbIX UTP U
UX BO3MOXHbIli pUCK. HanomHuTe, UTO AeTU He MOryT Urpatb B
3TU UrPbl COINTACHO 3aKOHY.




e PA3JEN ANS

PekomeHgauun, Kotopble cneayet NOMHUTbL Bnagenbuam Ou3sHeca,
paGoTHMKaM COOTBETCTBYHOLE oTpacnu, IT-cneynanucty, ocuuepy
WHc(popMaLMOHHOW 6e30NacHOCTU:

PA3PABOTKA NOMNTUKN UHPOPMALMOHHOW BE3OMNACHOCTH

o~ \ PykoBoACTBO NpeanpusaTua UM opraHusauum AO/HKHO paspaboTartb
F > M BHeAPUTb KOHLEMNUUI MO O06GecrneyYeHUurd UHGPOPMALNOHHO

* \  GezonacHocTi. DTOT JOKYMEHT SIBNSIETCS OCHOBOMOMAralowWmmM Ans

pa3paboTKM BHYTPEHHUX Per1aMmeHTOB U CUCTEMbI 3aLUTHbLIX Mep.

\

P

\

\

CO34AHUE 3AWNTBI HA HECKOJIbKUX YPOBHSAX.

INOX3d)

MHoroypoBHeBbI NoAXoA K Ku6ep6e30nacHOCTU CHU3NT puck ataku [T]
W1 POBaNbILUKOB. OH NpeAnonaraeT KOMGUHUPOBaHUE HECKONMBbKUX L
3aWUTHbIX UHCTPYMeHTOB. Ecnu yrposa o6oigetr oAuMH YpOBeHb
3aWuTbl, TO Ha cneaylolWweM YPOBHE OHa CTOJIKHETCA C HOBbIM
npensaTcTrBuemM.

(nnnvt
NLOOHOVYLOESIAdaam) BMHIKh3AUD3IGO0 1900dLod

NMEPECMOTP MNOJINTUNKIN NCINOJ/IbSOBAHUA NEPCOHA/JIbHbIX
3 YCTPOWCTB B PABOUYMX LEENAX.

YpaaneHHble COTPYAHMKU MHOTAa  NOJIL3YIOTCA  COOGCTBEHHLIMU
HOYTOYKaMM WU MOOWIbHLIMU YCTpPOMCTBaMU AN paGéoTbl U
NOAK/MIOUEHUA K KoprnopatuBHOW ceTn. OpHakO Ha JIMYHbIX
yCTpocTBax He Bcerga YCTaHOB/IEH HafeXHblI aHTUBUPYC WU
Apyroe cpeacTBO 6€30MNacHOCTM.

u NCMNO/Ib3OBAHVE ®U/1IbTPOB 3/IEKTPOHHOW MOYThI.

KOoHeuHO, noutoBble (PUNLTPLI HEe MOryT rapaHTMpoBaTb, 4TO
opraHusauusa He NonyuuT (PULLIMHIOBOE NMUCbMO, HO OHU MOBLILLAKDT
ypoBeHb GezonacHoctu. 46,1% pecnoHAEHTOB YyKasalu, uTo
OTKPbIBAIOT TOJIbKO U3BECTHbIE U HAAEXHbIE 3/IEKTPOHHbIE NUCbMA.

5 NCNONMb30BAHVUE MEHEIXEPA MNAPOJIEN.

OpraHusauuMsa UCNoJIb30BaHUSA COTPYAHMKAMUK MeHemKepa naponeii-
C@ OH CO3AaeT U XPaHUT AJINHHbIE U C/IOXKHbIE Naposivi U NEePEHOCUT UX
B NoNs BBOAA B NPUTOXEHUSAX.
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BOIMNMPOCbLI OBECINEYHEHNA KUBEPBE3OINACHOCTU

& PA3JEN ANS

6 PE3SEPBHOE KONMMPOBAHUME OAHHbIX.

PerynsipHo coszgaBaiiTe pe3epBHY KOMUIO HE TOJILKO TeX AaHHbIX,
KOTOpbI€ XPaHATCA Ha KOMMNbIOTEpe, HO U TeX, UTO Bbl XPaHUTE Ha
MOOGU/bHbIX ycTpoicTBax. Tak Bbl CMOXeTe 6GbICTPO BOCCTAHOBUTb
HY)XHYI0 WH(popmauulo, ecnu YCTPOCTBO GyAeT MNOTEPSIHO WM

yKpageHo.

i

JD N

— OBYYEHME COTPYAHUKOB.

~

< B 60nblIMHCTBE C/lyyaeB COTPYAHUKM HE 3HAKOT, UTO UX AeUCTBUSA
—{ moryT 6bITb onacHbIMU. Bbl MOXeTe CHU3UTL PUCK YesrloBeYecKoi
<C owwmn6ku, NoBbLICUB OCBEe[JOM/IEHHOCTb COTPYAHWKOB OpraHusauum o
Kubepyrposax, BK/lOoYas Yrposbl, CBsi3aHHbleé C CcOUWaNIbHOW
VUHXeHepuei.

(PEKOMEH[

8 COCTAB/IEHVE N/TIAHA OEVACTBWUIA B CNNYYAE KUBEPATAKMW.

Hy)XXHO GbITb rOTOBbIM K 4Ype3BblyaiiHO cutyauuu.fna HageXHOM
3awuTbl Ou3Heca, COTPYAHUKOB U K/IMEHTOB BaXHO WUMeTb
noApoGHbI NNaH AeACTBUIA B cnyvyae HanageHus.

g BK/TIOYNTb SALLNTY NMAPOJIEM.

UTOoObI ybOepeub cCpeaHecTaTUCTUYECKOro 3J/I0yMbIl/IEHHUKa OT
MOGU/ILHOrO YCTPOIACTBA, HEOGXOAMMO WCNOJIb30BaTb CJIOXKHbI
naponb wunun PIN-koa. 33,6% pecrnoHAeHTOB YyKasas/iu, 4YTO OHU
MUCNONb3YIT WUHAMBUAYAJIbHbIW CNOXHLIW Naposib AN KaKAO0W
YUYEeTHOI 3anucu.

(****




NMO/IHOMO4YNA KOMUTETA MO
NHD®OPMALIMOHHOW BE30OMACHOCTU

B pamkax Yka3sa lNpe3ungeHTta Pecny6numkn KasaxcrtaH ot 6
OoKTAOpA 2016 roga Ne350 co3zgaH Komutert no

MHdopMaLMOHHOU 6Ge30NacHOCTN.

PA3SPABOTKA

Paspa6oTka mep B cchepe
o6ecneyeHnss UHQPOpPMaLUOHHOMN
6e30MacHOCTM (3a UCKNIOYEHUEM
roccekpeToB).

KOHTPO/1b

FocypapCcTBEHHbIV KOHTPOJIb B
o6nacTtun obecneyeHus
WHchopMaLVOHHOW 6e30nacHOCTU
B chepe nHcpopmaTusayum,
3aWnTbl NEPCOHA/IbHbIX AAHHbIX,
3N1eKTPOHHOro AOKYMeHTa "
3/1eKTPOHHOI uucpoBoii
noanucu n oéecrnevyeHHbIX
LUcppoBbLIX aKTUBOB.

MPODPUNTAKTUKA
MpodmnakTuka co6noaeHus
EguHbIX Tpe6oBaHMii B 06n1acTu
UHdOPMaLMOHHO

— KOMMYHUKaLUWUOHHbIX
TeXHO/0rni n o6ecnevyeHus
UH(OpMaLIMOHHOIA
6e30MacHOCTM.

OOPMNPOBAHNE
dopMupoBaHue NepeyHs u
MOHUTOPUHT KPUTUUECKMU
BaXHbIX MH(pOPMALNOHHO-
KOMMYHUKaLMOHHOW

WUH(PaCTPYKTYPBbI.

YMNPABJIEHUE

YnpaBneHue u pacnpegeneHune
OOMEHHbIX UMEeH B NpOoCTpaHCTBe
Ka3axCTaHCKOro cermeHTta
NHTepHeTA.

BbIOAYA

Bblgaua akta no pesysbTatam
UcnbiTaHUiA HA COOTBETCTBUE
Tpe6oBaHNAM MHCPOPMALMOHHOW
6e30MacHOCTM.

OPIrAHU3ALUNA
OpraHusayusi UCNOJSIHEHUA
HaunoHanbHOro

nnaHa pearmposaHmna Ha MHUNOEHTbI

MH(popMaLMOHHOI 6e30NacHOCTN.

PACCMOTPEHUE
PaccmoTpeHue n npusBneyveHue K

OTBETCTBEHHOCTU 3a HapyweHus B

cchepe nepcoHaNIbHbIX fAaHHbIX.

OCYLWECTB/NEHUNE
OcylecTB/ieHUe akKpeautTauum
YAO0CTOBEPAILWNX LEHTPOB.

OCBEAOM/IEHNE

MoBbilieHne ocBeAOM/IEHHOCTU
HacesieHus

06 yrposax nHchopmMaLoHHOW
6e3onacHoCcTun
(xn6éepbe3onacHOCTH)

YYACTUE
YyacTtue B peanusauumu
o6Gpa3oBaTte/ibHbIX NPOrpamm.

COJAENCTBUE
CopeunctBue B opMupoBaHnmn
npoceccnoHanbHbIX CTAaH4APTOB.

B3AUMOAENCTBUE
B3aumopgencTBue c
MeXAYHapoAHbIMU
opraHusayuAMu, HauMOHaJIbHbIMU
perynsitopaMmu u LeHTpamu
Kn6ep6e30nacHOCTMU.

PA3PELUEHNE

Bbigaya paspelueHns Ha BbINyCK
M obpalleHue obecrnevyeHHbIX
LUPPOBbLIX aKTUBOB

NOAAEPXXKA

MoppepXxka HayYHbIX
uccnepoBaHuii B chepe
MHOPMaLUOHHOW 6e30MacHOCTM.

MMNVvI’THIWON3J)
NLOOHOVYLOESIAdaam) BMHIKh3AUD3IGO0 1900dLod
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Bo BpemMsi KOMMbIOTEPHOTO Cnyx6a pearmpoBaHus

nHumpeHTa Heo6xogumo 1400
ceazarbea! (8 (7172) 55-99-97

8 info@kz-cert.kz
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HaunoHanbHaa Cnyx6a pearupoBaHus Ha KOMNbIOTEPHbIE UHUNAEHTbI — 3TO
€AVHbI LEeHTP ANA nonb3oBaTenein HAUNOHaNbHbIX MH(POPMALMOHHBIX CUCTEM
M cerMeHTa ceTu MIHTepHeT, o6ecneynBaroLLuini c6op 1 aHa I3 nHhopmMaLmu no

KOMNbIOTEPHbIM MHUUAEHTaM, KOHCY/IbTaTUBHYIO U TEXHUYECKYIO NOALEPXKKY

nosib3oBaresisiv B NpeAoTBpaLleHUn Yyrpo3 KOMNbIOTEPHOI 6e30NacHOCTN.

(PEKOMEHIALN)

aTaku Ha y3/ibl CETEBOW UH(PPACTPYKTYPbI U CEPBEPHbIE PECYPChI;

<
HeCaHKLUVOHMPOBaHHbIN JOCTYN K UH(POPMALMOHHBLIM pecypcam;

NN

CKaHMpOBaHVe HauMOHA/IbHbIX UHPOPMALMOHHBbIX CeTeli U XOCTOB;

25 noao6op 1 3axBart naposneit u Apyrov ayTeHTUhMKaynoHHO MHopmauuu;

BOIMNMPOCbLI OBECINEYHEHNA KUBEPBE3OINACHOCTU

pacnpocTpaHeHne BpeAOHOCHOro NPOorpamMmmMHOro o6ecrneyeHus,
~ Hes3aTpe6GOBaHHOW KoppecnoHAeHLUU (cnam);

B3/I0M CUCTEM 3alUTbl UHPOPMALMOHHBbIX CETeil;




p— KPATKNA AHANIN3 A—

pe3ynbTaTtoB COLUOMOINNYEeCcKOro uccnepoBaHunsa nNo Bonpocam
MH(popMaLMOHHOI 6e3onacHOCTU (KMGepb6e3onacHOCTU) U

| 3alnTbl NepCOHa/IbHbIX AAaHHbIX

Mo 3aka3y Pecny6/IMKAaHCKOro rocyfapcTBeHHOro yupexpgeHus
«Komntetr no wuHMpopmayuunoHHOW 6GesonacHocTu MuHucrtepcrTBa
umncgpposoro pasButusa, MHHOBaUUi ] a3poOKOCMUUYECKON
NPOMBIWAEHHOCTH Pecnyo6nuku KasaxctaH» npoeBejeHo
couuonoruyeckKkoe uccnepoBaHMe nNo BonpocaM UHGPOPMALUOHHOIA
6es3onacHocTu (Kub6epb6es3onacHOCTU) M 3aWUTbl MNepPCOHa/IbHbIX
DAaHHbIX.

Pe3ynbTaT NPpoOBeAEHHOro onpoca onpeaenun o6uuiit nokasatenb

OCBEeOMJ/IEHHOCTH HaceneHus 06 MMerwmnxca yrposax

A )
UWH(POpPMaLUMOHHON 6Ge3onacHocTu (kKuGepbesonmacHocTu) U 3aWUTbI )
nepcoHasnbHbIX AaHHbIX Ha ypoBHe 80,4%. g

B uesiom nony4yeHHble pe3ynbTarthbl couyunonorunueckoro O

mccnegoBaHuas no BonpocaM WHGPOPMALUOHHOIA 6esonacHocTn <

H4

(kmbepb6e3onacHOCTH) n 3aWnThbl NnepcoHanbHbIX AaHHbIX
CBUAETENbCTBYHOT o pacTyueii 3HAYMMOCTHU BONPOCOB 3

MH(OPMALNOHHO 6Ge30NacHOCTM B NOBCEAHEBHOW XU3HU FpaxaaH:

nv
NLDOHOVYUOEIIdaani BMHIh3IUD3IGO0 1900dUod

- YypoBeHb CMOCOGHOCTM pacnos3HoBaTb MNONbLITKM UUWUHTIA S

%

coctaBun - 74,64%:;

- 90,52% 3HaHuUiW HaceneHusas BnagewT O 3alWNUTe JIMYHOW
MHopmMaLuUm NpU NCNONIb30BaHUN COLMANIbHBIX CeTeM.

Pe3ynbTaTbl uUccnepoBaHUsi MNoKa3biBalT O TMNOJIOXUTENLHOM
AVHamMusme B (popMumpoBaHUM OCBeAOMJ/IEHHOCTU HacesleHUA B
o6nactn uHcpopmayunoHHO OGe3onacHocTu (KubepbGesomacHocTU) MU
3alWmMTbl NepcoOHa/ibHbIX pfaHHbIX. OApHaKO BbI3OBbl 3TOW cdepbl
TPeOGYylT MNOCTOAHHOIO COBepWEHTCBOBaHUA Mep M MeXaHU3IMOB,
4TOGbI oO6ecneynMTb CTOWKYH 3aWUTy UHTEpPEecOB TrpaxpaaH B
umncgpposoit anoxe.

B sToii cBfI3U, C y4yeTOM nNpPOBEefEHHOro COLWNOJ/IOrTNYEeCcCKOro
onpoca, mccnepoBaTtenbCKOW rpynnou BblpaboTaHbI
COOTBeTCTBYHLUWNE PeKOMeHAALUN U NpefsiOXXeHUN ANA panbHewero
o6ecneyeHns UH(popMayuNOHHOW O6e30MACHOCTU rpaxpgaH MU 3awWUThbI

MX NepcoHa/ibHbIX AAaHHbIX B UM POBOM NpoCTpPaHCTBeE.



Mo 3aka3y PIy "Komurtet no nHpopmaLMOHHOW
6e3onacHocTn MuHucrtepcrTea uMdpoBOro pasBuTus,
WHHOBaLM U a3POKOCMUUYECKOI NPOMbILLSIEHHOCTU
Pecnyonuku KasaxctaH"

Pecny6nivka Kaszaxctad 010000, r. ActaHa, np. MaHrinik en
55/14, 6nok C 2.4

Ten.: +7 (7172) 64-93-96, +7 (7172) 64-93-99

e-mail: moap@mdai.gov.kz
https://www.gov.kz/memleket/entities/infsecurity?lang=ru

r. ActaHa, 2023 x.
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